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Networker Administrator’s Window 
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Networker Backup Scheduler 
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Networker Backup Scheduler 
Overrides Menus 
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Networker Backup Window 
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Networker Recover Window 
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Networker Recover Window 
with Files Selected 
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Networker Browse Time  Window 
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Networker Conflict Resolution 
Window 
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Networker Administrator 
Main Screen 
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Networker Save Set Screen 
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Networker Save Set Screen - cont’d 
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Networker Save Set Screen - cont’d 
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Networker Save Set Screen - cont’d 
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Networker Lab 

setenv DISPLAY (IP address) 
setenv ECS_HOME /usr/ecs 

nwadmin, nwbackup, nwrecover
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Tivoli Mana gement Enterprise 
Desktop for Administrators 

62 
625-CD-004-002 



System Lo g Maintenance 
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New User Approval 

I complete the 
User Registration 
Form and send it 
to my Supervisor. 

Looks okay to me! 
I’ll send it to the 

System Administrator. 

R. E. Quester 

If the form is 
complete, I’ll 

approve it and 
send it on to the 
DAAC manager. 

I as
sig

n U
NIX ID

, gro
up

s, 

and
 D

CE acc
ounts
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ryo
ne 

to co
nfirm

the new acc
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/etc/passwd File 
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mresnick:$sy732az)[xyzz:510:1:Michael Resnick {x4076}:/home/mresnick:/bin/csh

jsmith:hY%dd98dwWrxPnm:511:1:Janet Smith {x0821}:/home/jsmith:/bin/csh

rknickerb::512:1:Robert Knickerbocker {x4111}:/home/rknickerb:/bin/csh 

Empty  field 
(no password) 
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/etc/group File 

ro ot ::0 :r oot 
ot her:: 1: ro ot, hpdb 
bi n: :2: ro ot ,bi n 
sy s: :3: ro ot ,uu cp 
adm::4: ro ot ,ad m 
daemon: :5 :r oot ,d aemon 
mail ::6 :r oot 
lp :: 7:r oot, lp 
user s:: 20:r oot 
nogr oup :* :- 2: 
eb:* :10 : 
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/etc/auto.home File 

Lo
gn

am
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Per
miss

ion
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dwashin g -rw ,i nt r 

jmangum -rw ,i nt r 

mlynch -rw ,i nt r 

ddav is -rw ,i nt r 

rc ampbe l -rw ,i nt r 

spet e -rw ,i nt r 

kk le is -rw ,i nt r 

echeung -rw ,i nt r 


Loca
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f

Hom
e D
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ry 

acmn1s gi :/v ol 0/ use rs /dw ashi ng

acmn1s gi :/v ol 0/ use rs /jm angum

acmn1s gi :/v ol 0/ use rs /ml ynch

acmn1s gi :/v ol 0/ use rs /dd av is

acmn1s gi :/v ol 0/ use rs /rc ampbel

acmn1s gi :/v ol 0/ use rs /sp et e

acmn1s gi :/v ol 0/ use rs /kk le is

acmn1s gi :/v ol 0/ use rs /ec heung
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ls -l Output Explanation 

drw xrwxr wx 3 mresnick  tr aini ng 8192  Ju n 14  08:3 4 rchiv e 
drw xr-xr -x 11 mresnick  tr aini ng 4096  Ju l 03  12:4 2 aacda ta 
-rw - rw-r w­ 1 mresnick  tr aini ng 251  Ja n 02  1996  g arbag e 
lrw -r--r -­ 2 jjo nes admin 15237  Ap r 30  20:0 7 unk 
-rw xr--r w­ 1 mresnick  tr aini ng 5103  Oc t 22  1994  t rash 
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Access Permissions 

004-002 

d r w x r w x r w x 
l r w - r w - r w ­
- r w x r - x r w x 
- r w - r - - r - ­
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OWNER 

perm issi ons 
GROUP 

perm issi ons 
OTHER 

perm issi ons 

4 r=read Look/copy/print 
2 w=write Change/save/delete 
1 x=execute Run commands/ 

use directory 
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User Account Confi guration 
Change Request Form 

USER ACCOUNT CONFIGURATION CHANGE REQUEST FORM 

Name of Req uester:__ __________________________________________________________________ 

Reason fo r reque st : ____________________________________________________________________ 

Date of Request: / / Requir ed by: / / 

Appr oval: ________________________________ Date: ____________________ 

CURRENT INFORMATION CHANGE TO: 

User ID: 

Office Address: 

Office Phone: 

Home Phone: 

E-Mail Address: 

UNIX Group ID: 

DCE Group ID: 

Login Shell: 
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 Reboot 
Install Custom Software 

Install COTS Software 
Install Operating System 

Install Hardware 
Configure Network 

Prepare Hardware 

�������� 

Workstation Installation Steps 

�
��
��
��
���

� 

��
��
��
� 
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Commercial Off The Shelf -

COTS Products


The ECS Project software consists of various architectures in addition to ­
customized code , sc ience softwa re and COTS products 

The project mai ntenance phi losop hy for softw are is to  provid e ECS 
centrali zed supp ort for d evelop ed items and vendo r-d irected sup port fo r 
COTS softwar e. 

Log fi les are to be mai ntained for do cumenti ng all COTS install ations and 
modi ficati ons. 

Because each DAAC site i s uni que, COTS patches may b e provided by the 
vendor to re sovle a DAA C specific pr oblem 

CCB appr oval is re quired be for e COTS software upgr ades ca n be loaded on 
any pla tfor m. DAAC CCB must be infor med via CCR 
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What is DCE? 

• Distributed Computing Environment 
• Provides a basis for building applications that are 

– Scalable 
– Secure 
– Distr ibuted 
– Inter operable w ith oth er resour ces 
– Portable across heter ogeneous pl atfor ms 

• Offers tools for 
– Application developers (APIs) 
– Administrators (administrative commands) 
– Users (user comma nds ) 
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DCE Components 

• DCE comprises these components 
• Secure Core 

– Threads 
– Remote Procedure Call  (RPC) 
– Naming 

• Cell Direc tor y Serv ice (CDS) 
• Global Directory Services (G DS) 
• Global Directory Agent (GDA) 

– Securi ty Servi ce 
– Distr ibuted Time Service (DTS) 
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Additonal DCE Components 

• Extended Services 
– Global Directo ry Services (GD S) 
– Distr ibuted File Service (DFS) 
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Overview of DCE Technolo gy 
Components 

Operating System and Transport Services 

Threads 

Remote Procedure Call (RPC) 

S
ec

ur
ity

 S
er

vi
ce

M
anagem

ent T
ools 

Applications 

Distributed File Service (DFS) 

Distributed 
Time Service 

(DTS) 

Cell Directory 
Service 
(CDS) 

Other Basic 
Services 
(Future) 
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DCE Terminolog y 

Cell = Collection of users computers, and 
other resources managed as a group 

Distr ibuted Computing Envir onment 

RPC = Remote Procedur e Call 

CDS = Cell Directory Service 

DTS = Distributed Time Service 

DFS = Distributed File Service 
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Example of a DCE Cell 

WS WS WS WS WS WS 

SECURITY 
SERVER 

WS WS WS WS WS WS WS 

DTS 
SERVER 

DTS 
SERVER 

DFS 
SERVER 

CDS 
SERVER 

DTS 
SERVER 

CDS 
SERVER 

router 
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DCE Cells for Version 2 
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GDS and DNS Connect 
DCE Cell Namespaces 

CELL C 

Organi zation A 

CELL B 

Organi zation B Organi zation C 

CELL A 

GDS 
(X.500) DNS 

Only finds 
CELLS A and B 

Only finds 
CELLS B and C 
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CELL C 

Organi zation A Organi zation B Organi zation C 

CELL A 

GDS 
(X.500) DNS 

GDA GDA GDACELL B 

Global Directory A gents 

Finds Cells A & B 
AND 

translates so DNS 
can find them, too. 

Finds Cells B & C 
AND 

translates so GDS 
can find them, too. 
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Global Namespace 

OU=CAMBRIDGE 

O=OSF 

C=US EDUGOV 

NASA 

ECS 

EDC GSFC LARC NSIDC 

GLOBAL ROOT (/...) 

ORGCOMC=UK 

/.../C=US/O=OSF/OU=CAMBRIDGE /.../LARC.ECS.NASA.GOV 

D
N

S
N

am
ing C

o
nvention 

G
D

S
 N

am
ing C

on
vention 
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Cell Namespace

sec fs subsys hosts

Cell Root (/.:)

. . .

DFS Namespace

Files a nd
dir ectori es

maintained in
this cell b y DFS.

Security
Namespace

Inform ation
about cell ’s

user s.

Subsystems

Binding
inform ation for

DCE servers and
other

appl ication-
specif ic servers.

Hosts

Entrie s for all of
the mach ines in

this cell.



Distributed Time Service 

�	 Provides precise, fault-to lerant  synchron ization 
of sys tem cl ocks. 

�	 Clos ely m atches synchr onize d time to 
Coordinated Universal Time (UTC). 

� Well int egrated with the rest of D CE 
�	 DTS can acquire high-qu ality time from the 

Inter net Netw ork Time Protocol 
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Distributed Time Service (cont.) 

•	 A system is either  a DTS SERVER or a 
DTS CLERK (client), but not both. 

•	 When clock inaccuracy on each 
system exceeds a configured amount, 
resynchronization occurs. 

– DTS clerks resync with DTS servers. 

– DTS servers resync with other DTS servers. 

85 
625-CD-004-002 



DCE Cell Security Components 

Client Security Server Appl icati on Server 
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Client 
Applica tion Security 

Service 

Server Applic ation 

RPC 
Runtime 

Authentication 
Runtime 

RPC 
Runtime 

Authentication 
Runtime 

ACL Manager 

Registry Service 
Key Distribution Service 

Privilege Service 



DCE Security Principles 

• Every user and server is a PRINCIPAL. 
• Every principal has a PRIVATE KEY. 

– Users = passw ord provi ded at login. 
– Servers = passw ord contained in a fil e. 

•	 Every prinicpal has a UNIVERSAL UNIQUE 
IDENTIFIER (UUID). 

•	 Each principal can belong to one or more 
groups. 

• Each group is assigned a UUID. 
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Privile ge Attribute Certificates 
(PACs) 

• Every client principal has a 
PAC. 

• Each PAC contains the 
PRINCIPAL’ s UUID. 

• Each PAC contains the 
UUIDs of all the groups the 
principal belongs to. 

• PACs cannot be forged. 

Privilege Attribute

Certificate
Principal UUID

Group 1 UUID 

Group 2 UUID 

Group 3 UUID 
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How DCE Security Works 

Adm in istrator 
Security Database

(secd) 

Registry 
Server 

creates User 

(rgy_edit) 

Ticket issued 

Authentication 
Server 

Got the ticket, 
now authorize me! 

PAC issuedUser 

Application 
Server 

Privilege 
Server 

SECURITY SERVER 

Log me in! 

Access Control List 

Got the PAC. 
Now, I can 

do some work! 

Authenticated RPC 
(with PAC) 

Application 
Client 
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90 

Secur ity 

OSF/DCE 
for prima ry authentication 

DCE Cell Manager 
for groups and 

system architecture 

Kerberos & ACL 
for authenticating users 

TCP Wrappers 
for network access control 

npassword, Crack, SATAN 
for password protection, 
local and network access 

Tripwire 
for fla gging unauthorized 

file changes 
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